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AN OVERVIEW OF THE EU DATA
GOVERNANCE ACT

The Data Governance Act (DGA), which creates a framework
for increased data availability and re-use within the European
Union (EU), entered into force on 23 June 2022. Following a
grace period of 15 months, it will be applicable from 24
September 2023. The DGA is a key pillar of the European
Strategy for Data, seeking to promote the re-use of protected
data held by public sector bodies. While access to such data
could bring opportunities for innovation and technological
advancement, as well as facilitate business models relating to
data intermediation and data altruism, attention will need be paid
to the conditions and safeguards for data sharing and re- use in
the DGA. In this article we explore key aspects of the DGA.

Context and purpose of the EU Data Governance Act
Data has become central to our day-to-day lives and, as such, become a resource for
economic and societal growth, competitiveness, efficiency, and innovation.

In recent years, the volume of data generated has grown exponentially, yet there has
been limited data sharing despite its various societal and economic benefits. Three
primary issues have been identified by the European Commission (EC) as hindering
effective data sharing:

* Lack of appropriate data sharing structures;

* Technological obstacles; and

e Low trust in data re-users and data collection for the commmon good.

In order to address these concerns, in November 2020, the EC published its proposal

for the DGA as part of the European Strategy for Data, which aims to develop a single
market for data that will support EU data sovereignty and global competitiveness.

The stated aim of the DGA is to improve the availability of data by fostering trust in data
intermediaries and by strengthening data-sharing mechanisms.

These goals are envisaged to be achieved by implementing the following set
of measures:

* Mechanisms to foster access to and the re-use of certain categories of data held by

public sector bodies that cannot be made available as open data due to the
protections that apply to the data.
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* Measures to help ensure that data intermediaries will function as trustworthy
organisers of data sharing or pooling in the common European data spaces.

* Measures to encourage citizens and businesses to make their data available for “the
common good”, such as certain research, healthcare, education, or scientific
puUrposes.

* Measures to facilitate data sharing, specifically to enable the use of data across
sectors and for certain purposes.

Scope of the DGA

The DGA establishes conditions and frameworks for the re-use, within the EU, of
data held by public sector bodies which are protected due to commercial or statistical
confidentiality, intellectual property rights of third parties or the protection of

personal data.

While the DGA does not set out in more detail the circumstances in which it applies to
organisations outside the EU, some of its provisions and recitals indicate that it has an
extraterritorial reach. In particular, any entity that is not established within the EU but
which offers services within the EU and which meets the requirements to qualify as a
data altruism organisation or as a data intermediary under the DGA, has to appoint a
legal representative in one of the Member States where those services are offered. This
means that non-EU based entities wishing to participate in the data reuse frameworks
established by the DGA should also pay attention to the provisions of the DGA.

Mechanism for re-using certain protected data

controlled by public sector bodies

The DGA complements and strives to fill in the gap left open by the Open Data
Directive, which addresses only the re-use of public data and does not address
protected data. In order to do this, the DGA focuses on the establishment of
safeguards for the re-use of protected data held by public sector bodies, such as the
State, regional or local authorities, or bodies governed by public law. According to the
definition in the DGA, re-use encompasses the use by natural or legal persons of data
controlled by public sector bodies both for commercial and non-commercial purposes.
However, the DGA does not create an obligation for public sector bodies to allow the
re- use of protected public sector data. Rather, the DGA merely offers a set of
harmonized basic conditions under which such data re-use might be permitted.

The DGA provides for the following measures for the access and re-use of public
sector-controlled data:

¢ Prohibitions relating to arrangements containing an exclusive right to re- use.

¢ Requirements for the relevant public sector bodies to fulfil certain technical
requirements to ensure that the privacy and confidentiality of data is respected during
the process. This may include measures such as anonymization or
pseudonymization, contractual means like confidentiality agreements, or the creation
of data rooms to ensure the security of the processing environment.
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* The re-use must satisfy the principles of proportionality, non-discrimination and
objective justification and it must comply with intellectual property rights.

* Public sector bodies will have two months to decide on the re-use request and they
may charge fees for the re-use of data, but only to an extent that does not exceed
the necessary costs.

* Confidential information, such as trade secrets may only be disclosed if permission or
consent has been given.

As a result of this new mechanism, public sector bodies are expected to encourage the
re-use of data. An example of how data can be re-used for beneficial purposes is the
practice of DAMAE Medical, a French company, that uses data made available through
the French Health Data Hub to improve its technology to identify signs of skin cancer
more efficiently.

Data transfer to Third Countries

In relation to transfers of personal data, the DGA defers to the GDPR. The recitals to
the DGA make clear that it is not intended to prevent cross-border transfers of personal
data in accordance with the GDPR and that, in event of any conflict between the DGA
and any EU law on the protection of personal data, the latter prevails.

In relation to the other protected categories of data, the DGA introduces certain
measures in order to safeguard the flow of data with third countries. In particular, the
DGA establishes the EC’s power to adopt delegated acts, where deemed necessary,
that lay down the criteria for transfers to third countries. These conditions may include,
amongst other things, limitations concerning the re-use of data in third countries, the
categories of persons who are allowed to transfer such data to third countries and, in
exceptional cases, restrictions regarding these transfers.

Furthermore, the DGA requires that a natural or legal person, who is re-using data
under the DGA must inform the public sector body from whom the data is obtained of
its intention to transfer such data and the purpose of that transfer at the time of
requesting re-use of the data. Public sector bodies may only transfer data confidential
non-personal data or data protected by intellectual property rights to a re-user
intending to transfer that data to a third country if (1) the re-user contractually commits
to complying with certain obligations and accepting the jurisdiction of the Member
State of the transmitting public sector body, or (2) the EC has declared that the relevant
third country:

* ensures protection of trade secrets and intellectual property in a way that is
essentially equivalent to that in the EU;

¢ has legal, supervisory and enforcement arrangements that ensure such protections
are effectively applied and enforced; and

e provides effective judicial redress,
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The DGA also anticipates circumstances in which courts and authorities of third
countries may require a public sector body, data re-user, data intermediation services
provider or recognised data altruism organisation to transfer or give access to non-
personal data falling within the scope of the DGA and sets conditions relating to such
transfer or access.

Regulation of data intermediation service providers

The DGA offers an alternative model for data-handling practices through the concept of
providers of data sharing services: data intermediaries. According to the DGA,
providers of data sharing services have a key role in the data economy as they
contribute to the effective pooling of data and facilitate the bilateral exchange of data.
Such data intermediaries are expected to function in the public, private and third
sectors as neutral third parties that will link individuals and companies with data users.
Organisations offering only data intermediation services as well as companies that
provide data intermediation services in addition to other services, can qualify as data
intermediaries provided that, in the case of the latter, there is legal and economic
separation from the other services they offer. By way of guidance, the regulation
specifies that a company or organisation that wishes to qualify as a data intermediary
must satisfy the following criteria:

¢ Their main objective must be the establishment of a business.

* They facilitate legal and technical connection between data holders and potential
data users.

e They facilitate services focused on intermediating between data holders and
data users.

* They offer services to data subjects with a focus on personal data as defined under
the GDPR.

To ensure the safety of data, data intermediaries will be subject to strict requirements
that are intended to guarantee their neutrality and prevent conflict of interest. In
practice, this means that they will have to separate their data intermediation services
from the other services they provide. Moreover, under the DGA, data intermediaries will
also have to comply with notification requirements, as they will be required to notify
their intention to provide data intermediation services to the competent authority
designated by each member state to carry out the tasks related to the notification
framework. The responsibility of the competent authority will be to make sure that the
notification service is non-discriminatory and does not distort competition. If the data
intermediary has adequately submitted the notification with all the necessary
information, it will be granted confirmation which will enable the data intermediary to
use the label ‘data intermediation services provider recognized in the Union” and
operate accordingly.

As one of the aims of the European digital strategy is to address the dominance of big

tech companies in the flow of data, the following categories of entities cannot be
considered providers of data sharing services under the regulation:
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¢ Cloud service providers;
¢ Data brokers;

e Services with a focus on the intermediation of content — e.g. social network
companies, search engines;

¢ Data exchange platforms;

¢ Platforms developed in the context of objects and devices connected to the loT
(IoT platforms); and

¢ Data sharing services that are meant to be used by a closed group of data holders
and users.

For non-EU entities it will be more complicated to qualify as a data intermediary as they
will have to meet further standards such as registration with a regulatory authority and
placing their data sharing services in a separate legal entity.

Data altruism

“Data altruism” under the DGA means the voluntary sharing by individuals and
companies of data generated by them — without receiving any reward — so that it may
be used for objectives in the general public interest. To reach this aim, the DGA
introduces a common European data altruism consent form that will facilitate the
collection of data across member states in a uniform format, while guaranteeing that
consent can be given and withdrawn easily. This is expected to give legal certainty to
researchers and companies who wish to use this data., and create a trusted framework
that will encourage data altruism and facilitate the sharing of data for societal benefits,
such as helping further the research in certain areas such as healthcare and climate
change, or developing better functioning products and services in areas of public
interest. The DGA also envisages the development of a “Rulebook” specifying
requirements relating to data altruism (such as technical and security requirements) and
the establishment of recognised data altruism organisations, which must fulfil certain
criteria (including operating on an independent, not-for-profit basis) and be registered in
a public national register.

Establishment of the European Data Innovation Board
As the last piece of the puzzle, the DGA puts forward the creation of the European
Data Innovation Board (the Board) to help the EC develop a consistent approach to
data intermediaries, data altruism, cross-sectoral data sharing, and the re-use of
protected data, and to facilitate cooperation between relevant competent authorities.
The Board will have the form of an expert group and will consist of the representatives
from various entities, such as the competent authorities of each member state, the
EC, the European Data Protection Board and the representatives of data spaces

and specific sectors (e.g. health, transport, agriculture or statistics), and other

relevant stakeholders.
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Monitoring compliance with the DGA and

possible penalties

Under the DGA, each Member States must appoint competent authorities for (1)
supporting public sector bodies in the granting or refusing of data access for re-use (2)
data intermediation services and (3) the registration of data altruism organisations.
Competent authorities for data intermediation services and the registration of data
altruism organisations are required to monitor and supervise compliance with the
provisions of the DGA falling within their remit. and will be empowered to take certain
actions (such as requiring the suspension or cessation of data sharing service, or
removal of a data altruism organisation from the public national register) or, in relation to
data intermediation services, impose dissuasive financial penalties (including penalties
with retroactive effect) in relation to breach of the relevant DGA provisions. In other
cases, each Member State is required to lay down rules on penalties applicable to
infringements of particular provisions of the DGA. Such penalties must be
proportionate, effective and dissuasive.

How does the DGA relate to the EU GDPR?

The DGA applies to “any digital representation of acts, facts or information”, including
personal data. However, the DGA does not create any new legal basis for data
processing under the EU General Data Protection Regulation (GDPR) and is not
intended to prevent cross-border transfer of personal data in accordance with the
GDPR. Whenever personal data is concerned, if there is any inconsistency between the
DGA and the GDPR, the GDPR prevails.

How does the DGA relate to the EU Data Act?

The EU’s proposed regulation on harmonised rules on fair access to and use of data,
commonly referred to as the “Data Act”, another key pillar of the European Strategy for
Data, is currently making its way through the EU legislative process (see our article:
“The Data Act: A proposed new framework for data access and porting within
the EU").

Both the DGA and the Data Act seeks to promote data accessibility and reuse withing
the EU. The DGA does so through setting out broad frameworks for data to move
freely within the EU, in particular through setting conditions for re-use of protected
public sector data and providing for trusted mechanisms for access to data. The DGA
does not, however, create obligations to share data. The draft Data Act complements
the DGA by specifying who can use certain types of privately held data and under what
circumstances, introducing mechanisms and standards to enable companies and
individuals to exercise more control over data generated by their use of loT devices or
stored in data processing services such as cloud services. This includes introducing
rights for companies and individuals to require that data holders make certain data
available to them or to third parties in certain circumstances. The draft Data Act also
introduces a framework for access by public sector bodies to data held by private data
holders in cases of “exceptional need”.
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